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We nov turn to examination of the specific hypotheses listed.
I. gold War

(a) The dste could enter into their overall strategic
appreisal of United States capabilities and in-
tentions in such a way as to be to United States
military, political, or economic disadventage.

This question should be turned over to those units in CIA, State
Depertment, and the Defense Department which are engeged in putting together
overall strateglc appraisals of the U.S.8.R. and other foreign countries.

It would seem to me that any well-rounded strategic appralsal of
a foreign country would have sn economic pert, that this economic part would
have a section deseribing the country's minerals position, and that columblum,
sirconiun, mangenese, grephite, and tin import statistics would probably appear
somevhere in the tables. I also think that it is probably vexatious to an
analyst oomcerned with making these tables when he finds that he can't quite
£111 4in all the hoxes in his tahle or cutline. If these surmises are correct,
then it seems quite possible that the United States government could vex the
8oviet govermment persons involved by suppressing United States columbium,
graphite, manganese, tin, and sirconium import data.

Would the suppresesion of these data significantly impeir the validity
of the Soviet strategic appraisal of United Stetes intentions and capabilities?
8o far as United States intentions go, this would seem to be a matter of public
record, With respect to United Staetes capsbllities, this ia a more difficult
question. If one believes that the economlc war potential of a great power
must be sppraised in such terms as labor force, productivity, composition of
output, national income, capabilities in previous wars, etc. then knowledge
that the United States imports about 30 million dollars per year of mangenesse,
graphite, zirconium, and columbium combined and 200 or 300 million dollers of
tin does not enter into the appraissl of economic war potential., If on the
other hand one takes the view that the nation's economic war potential would
be much different if this import transaction were not taking place, then the
information is obviously relevant to eslculation of economic wer potential,

Let us now assume for the mament, despite the fact that these im-
ports represent in value terms only sbout 1/10 of one percent of the United
States gross nationsl product, that nevertheless the nation's economlc var
( potentional would be as much as ten percent different if these import trans-
actions were not teking place, Would this different estimate of United States
capability on the part of the Sovliet Union produce sny difference in thelr
behavior during the cold war? In effect they would be estimating that United
States economic potentit¥l was three times as large as that of the Soviet
m;i:n as?opposed 4o threse and one third times -~ how would this affect their
behavior

In conclusion of our discussion under this heading, 1t would appear
that the subject information 1s useful to the U.S.S.R. in the sense that 1t
enters the body of facts which they have on the United States. But it would
also appear that there is no disadvantage to the United States in this oc-
ourring. These date manifest neither unique vulnerability nor any unlque
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(b) The data could benefit their current military,
political, or economic operations during the
cold war in such way that they eould render
hurt to the United States.

Under this heading we have the interesting possibility that the
8oviet Union ocould attempt by covert means to win the supplying nations to
their camp in order todny the supplies to the United States; or that they
might by open diplomacy or military threat attempt to achieve the same re-
sult, Here again we have a question which could ‘98w be answered by those
who play the United States game of high military end political strategy, and
I would suggest that the question be put to the appropriate Joint Chiefs of
8taff and State Department organizations. ‘

To a non-expert like myself, it would seem that the Soviet Union
is already engaged in as much covert activity, as much military threat
activity, as much political seduction, as is within their power, so that
no intengification of may be expected from the continuance of the
publicetion of the re. import data. It would alsc seem that if the
Soviet Union already were committed, on grounds other than the fact that
Africa and Asis supply the bulk of the materials under consideration, to
prograns designed to bring these continents under Soviet eontrol, that the
sdditional information of United States use of supplies from these continents
would meen little more than a dab of frosting on the cake. But on the other
hend 1f they did not already have such operations under way, it would meem
unlikely that they would undertake them for the purpose of interfering with
the supply of the subject commodities to the United States.

We now turn to a consideration of hypotheses relevant to the case
of hot wer. -

II. Hot War

(a) The import date for the several years preceding
the war can, in some significant way which will
be injurious to United States, enter into the
S8oviet war strategy.

Asgume now that we are at war with the Soviet Union and the Soviet
Union 1s considering possible directions in which to move in a military way.
They are, for example, thinking of launching a campaign against the Cold
Coaet and the Union of South Africa on the one hand vs. launching a campaign
against Central America on the other. They have observed that in the last
year preceding the outhresk of war e considerable volume of the cited mate-
rials were received from the African coumtries. Would decision to invade
be one way if they had this information for the several years preceding war
and the other way if they did not have this information for the several yesrs

preceding the war?

Or conceive that the question which confronts these Soviet strate~
gists 1s, now that war has broken out, whether to emphasize = building up
of the submsrine fleet at the expense of the strateglc air forece or the re-
verse. Is their decision any different from knowing for the several years
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preceding the war import gtatisties with respect to these commodities? It
might be with respect to a ver several years from now that the plans are
already pretiy well drawn, and that the non-availability of these particular
import data would not significantly affect the allocation of resources to
the various services.

But I must confess to not knowing exactly how campaign plans are
decided during = war, and therefore cannot contribute tc s discussion under
this heading.

(b) The date will become part of operational intelli-
gence and will thereby increase Soviet knowledge
of United States order of battle, troop and equip-
ment dispositions, weapon and other military equip-
ment characteristics, ete.; and this increesed know-
ledge on the pert of the Soviets will hamper snd
make more costly United States militery operations,

This 18 a question which the order of battle and technicel intelli-
gence people eculd best handle, To the best of ny ability to know, order of
battle informetion requires identificetion of units s extent to vhich units
are up to strength, disposition of units, tables of equirment, etec., None of
these types of information are divulged by knowledge of the import statistics
for several yeers preceding of the five commodities in question. The date
wmﬂganot, it would seem, be relevant to operetional intelligence of the type
oonsgldered,

(¢) These data will be valusble target information for
strateglic bombing and thereby incremse the damege
the United States will experience from any given
bombing effort.

On this question, since the United States is the leading strategic
bombing power at present and was during the lsst war, and since a large amount
of material has been published, it is possible to give more definitive answers.

The first major type of information whioh is needed with respect to
strategic bombing is that which will enable s wise decision on the proportion
of the natiop’i .resources to be allocated to the strategic bombing arm., Im-
port statistics on the conmodities mentioned do not affect this decision,

The second type of information needed is that vhich will emable
the strategic air arm to select target systems or families which will mexdmize
damage to an enemy from any given effort. Large citles vs, industries, ports
ve, steel industry vs. the automobile industry etc., marshalling yards vs.
ship bullding facilities, and the 1like s &re examples of the cholce which has
to be made among terget systems. With respect to one of thess, the target
system ports, an sppraisal of this system does require some knowledge of the
traffic handled and of the significance of the ports to the United States
var effort. The relevant data of mmber of ports and capacity of each of
them would not, however, have to include detall on the actual tonnages or
values of the five commodities named here. Since the tonnages imported are,
relative to the total capacity of United States ports, quite small, the fact
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is that no conceivable level of dsmage to United States ports ~- for example
50 percent of all capacity destroyed — could prevent the United States from
recelving and unloading any specific types of cargo they chose to makeup 50
percent of capecity remaining. Port attack, that is, could not deny the
United States economy the volumes of materials considered here.

The third type of information relevant for strateglc bombing is
that vhich is necessary once a target system is chosen. If for example the
automobile manufacturing plants of the nation are chosen as the target system,
then 1t becames quite importent to be able to identify the capacity of each
of the automobile plants, to have aerial photographs of the plants for the
target folders, to have actusl pin point coordinates, to know work force,
specialiszed equipment, specific types of vehicles produced, etc. This level
of information, in short, is that which permits the choosing of ome plant
over another, and then makes it possible for eirplane crews to locate and hit
the plants. The import information under consideration would not bear on this
type of econmmic~operational intelligence. The type of intelligence which is
revelant here consists of large scale maps, aerisl photographs, street and
address directories, trade directories, telephone books, and news stories of
the awards of contracts of various sizes of various types to specific plants,

(d) Assuning that the U.S.8,R. will engage in submarine
attack on merchant shipping, these import data will
bs valuable target information and will incresse the
effectiveness of such attaek.

It would seem that the organization best equipped to evaluate the
significance of this type of information for submarine attack would be the
relevant United States Navy unit. Speaking egain as a layman, I should have
thought that the information which submerines need for attack on merchant
shipping would be data on shipping lanes or routes, specific arrival and
departure times, assembly points, information on extent of air or naval escort
protection, and the like. It is possible of course that the import information
for the five commodities could be useful to the enemy, but visualizing this
information as being published with a several month time lag and consisting
of totals for the United States rather itemiszations by ports it is not obvious
that this could be very fruitful for submarine operations.

(e) Assuming that the U,S.S,R. will engage in sabotage
attack against United States military and economic
isolations, these date will, by providing veluable
sabotage information, increase the damage which the
U.B.8,R, can achieve with any given outlay of re-
sources on sabotage.

In general, the U.S.S.R. will need information of the type deseribed
under the alr targets category above, with perticular emphasis on the latter.
They will need, that is, apecific information for target systems selection and
they will require very detalled informstion on particular plants for sabotage.

It should be noted, however, that sabotage target information needs
differ from the strategic bombing intelligence needs in these respecte. First,
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it is rarely possible for sabotage efforts to be so large-scale, systematie,
and coordinated in time as to, in fact, camprise attack on a target "system".
Babotege, for example, could not damage and keep out of action for a sustained
' faﬂod 80 or 90 percent of an oil industry nor simultaneously eliminate all

say 20) rail bridges to a perticular ares, as bombing did in Germeny and for
the area bounded by the Seine-Loire, respectively in the lest war. Since the
systematic elimination of a major sector of the economy is beyond the capability
of sabotage effort, then sabotage requires less of the target "system" type of
intellligence than air attack. Second, sabotage intelligence needs are usually
much more detailed at a plant level than strategic bombing needs (exception
must be made for the possibllity of using atomic bombs in sabotage). Whereas
strateglc bombing intelligence snalysts might want to use the water gae gener-
ators or the hydrogenation stalls as aiming points in & Bergius plant, ssbotage
intelligence officers would want to know, in addition, points of access to
plt:nt, guad details, particular structural members to which to attach explogives,
aTC,e

It would not seem that oversll import information of the type under
discussion could be useful for sabotage target information.

(£) Assuming: (i) That the countries from which we
would buy these commodities during war would be
neutral during the war,and (ii) that the U.S.S.R.
would heve the political and economic means to
engage in significant preemptive buying effort
during the war, these import data in question will
provide the information needed by the Russians in
their suscessful effort to deny necessery supplies
to the United States.

Table one indicates the countries from which the United States im-
ported the various commodities in the year 1949. The table also shows which
of these countries are associated with the United States in the North Altantic
or scme other military or political alliance. It will be observed that the
major portion of these supplies are received by the United States from countries
vithin the United States orbit, thet virtually none of the supplies are reseived
from iron curtain countries, and thet only a portion of the supplies maybe charac-
terized as coming fram countries which are neutral. It is only with respsct to
the countries that are neutral that the Soviet Union could be expected to have
leverasge for preemptive buying. With respect to the iron curtain countries,
of oourse, they would not even have to engage in preemptive buying -~ they would
merely instruct the cessation of export to the United States.

It should be noted, however, with respect to the countries designated
a8 neutral, above, with which the Russians could engage in preemptive buying
negotiations during a war, that it would be impossible to concesl the volume
of exports by these countries during the several years before the war. If for
example India is conceived of as one country which refuses to itself
vwith either the U.S.5.R, or the United States power blocks, then it is pro-
beble that India is a country which will refuse to suppress statistics on
exports to the United States. It is also likely even if the United States ex-
erted duress great enough to force the neutral into suppression that the se-
curity control over such data in such & country would be more like a sieve than
a cover,
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Although it may be observed that information through sey the year
1950 would be available whether of not United States import data by specific
countries were suppressed during the next few years, it is nevertheless true
that for preemptive buying operations it is highly important that the infor-
mstlon be very very cwrrent, It 1s possible, that is, as the United States
learned with respect to its own preemptive buying operations during the last
var, to do virtually no harn to the enemy by preemptive buying unless one is
clear exactly what it is thet the enemy needs from the neutral country at the
specific time, It would seem conceivable, although not likely, then that im-
port information by countries could under certain circumstances be of use to
the enemy for preemptive buying operations by him during the war.

It should be noted finally that, to the extent that the forelgn
supplying firms ere owned by British, American, or other Western power com-
panies, the preemptive buylng leverage which Russia hes is reduced.,

(g) Assuning the Russiens can engage in successful naval blockade
efforts (other than by the submarine attack discussed above)
during the war, these data will mske such blocksde efforts
more successful in damaging the U, 8, than they would other-
vige be,

Bince the sclassic role of the U, S. and British nevies is to keep
the sea lanes open for shipping, it would seem that the Russians would have
to eliminate the combined fleets of the Western powers before they could
underteke significantly to interfere with imports of the commodities named.
No blockade of the U. 8. would of course ever be atiempted for the keeping
out of the five commodities nsmed but rather for the prevention of ocean
trafflc of all commodities. I suggest, for example, that the Russians would
much rather interfere with militery shipments to and from the U. 8. than with
the shipment of ores. The Navy would have views as to Russian ability to
blockade the U. S, and allied nations.

As %o how important would be the information on the imports of
these five commodities during the years immediately preceding the war, I
find it quite difficult to answer. Unlike the larger global analyses re-
ferred to earlier, these data on imports would become quite important parts
of the larger analyses for blockade strategy. It should be pointed out,
with respect to tin, that the older preexisting data through 1950 will tell
the Russlans all they have to know about the U, 8, tin import requirement,
since, barring major mishap of the type whish prevented imports of rubber
during the last war, the tin requirement has to be met fraom the outside.
There just are not the necessary tin resources within the U. 8, proper. The
situation is somevhat the sam although not quite as stringent, with respect
to manganese. In this case the manganese does exist in the U. 8., but the
problem 1s that the U, S. reserves, given present technology, are not
economicel relative to outeide ones.
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- It should be moted with respect to sertain of the commodities, for
example golumbium, that the requirement is so smell that it could be sadis-
m&i m sxample, eirlift from the originating country, thus hy~passing

{ Re

111, Somelnding Jsmarks

It should be pointed out that in no case have we been oocncerned
about the extent to whish import data on the relevant commodities would di-
vulge production data of weapons, vrovide an index of general industrial
sativity, or otherwise betoken some very major militery information. The
faot 18 that in no case would anything be divulged by these impert data with
reapsct to production whish is not already public information. Since informa-
tion on steal production sid ateel goals is puhlie, for example, it is some-
K:k irrelevant that menganese imports tend to divulge data on steel pro-

on,

As 2 second matter it would appear frem our foregoing anslysis
that 1f grommds vere famd for suppression of certain of the informetion,
they would be on the basis thet very ourrent information of the type con-
sidered ghould not be available to the U.3.8,R,, and thst g lag of, say,
three to aix momths in the publication of the data might be sufficient to
ovarcome the objections to fres publication.

Third, reference should be made to the fact that the import in-
formation is in one sense considerably less important than the productiom
and consumption informatiom, both of which continue 4o be free even if the

impoerts are suppressed,

Fourth, there is apparently a generalised concern about these data,
vhich stems fram a fear that, in secme way or other and despite Umited Siates
navel demimance in the world tedsy, the U.2.5.R, could deny the United States
supplies frem oversess. If this surmise sbout the consern is correet, it
aight be useful {f the data were mnalyzed in terms of the friendliness of the
sation vhich controls the source of supply, the geographical loeation (for
example, Western Hemisphere), the availability of other resources-—perhaps
lass economical but nevertheless usable——in safer locations or under safer
control, the comnlitment of the military establishment to protecting other
uhipping along the lenes ooncerned, and so on.

Pinally, if there is the generalized concern just eited, then eon~
dideration should be given to whether it is not largely a fear emotion, rather
than & reasonsd goncern. Ue of the Tree World depend upon the seas and upon
our trade and communication with each other. It 1s not at all obvious that
this mutual dependence on one another iz a vulnerahility. In a certain sig-
nificant sense, thias is the strength of the Free World and the vulnersbility
of the Sm.t maﬂ.
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